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Summary

We have been notified about Automatic DNS registration and autodiscovery vulnerability which can be
exploited to misconfigure devices, resulting in a loss of confidentiality and integrity of the network
activity if an attacker on the network adds a specially configured proxy device. Additional details can be
found here: https://www.kb.cert.org/vuls/id/598349

What is the issue?

This vulnerability is assigned the CERT Vulnerability Note ID and details of the same are given below:

CERTID CVE Description

VU#598349 An attacker could add devices with WPAD or ISATAP DNS
names to utilize DNS auto-registration and auto-discovery to
act as a proxy for victims on the network, resulting in loss of
confidentiality and integrity of network activity.

What is the impact on Ruckus products?

Ruckus Networks does not use DNS autoconfiguration and autodiscovery magic DNS names like Web-
Proxy Auto Discovery(WPAD) or Intra-Site Automatic Tunneling Addressing Protocol(ISATAP) for any
Ruckus device. Hence no Ruckus products are impacted.

What is the impact on ICX family of switches that are part of Ruckus now?

No ICX family of switches, that are part of Ruckus, are impacted.

What action do | take?

No immediate action is required.
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Ruckus Support can be contacted as follows:
The full contact list is at: https://support.ruckuswireless.com/contact-us

DISCLAIMER

THIS RUCKUS NETWORKS SECURITY ADVISORY INCLUDING THE INFORMATION IT CONTAINS AND THE PROGRAMS MADE AVAILABLE THROUGH
THE LINKS THAT IT INCLUDES, IS PROVIDED TO YOU ON AN "AS IS" BASIS. RUCKUS NETWORKS (AN ARRIS COMPANY) AND ITS SUPPLIERS DO NOT
WARRANT THAT SUCH INFORMATION OR THE FUNCTIONS CONTAINED IN SUCH PROGRAMS WILL MEET YOUR REQUIREMENTS OR THAT THE
OPERATION OF THE PROGRAMS WILL BE UNINTERRUPTED OR ERROR-FREE. THE INFORMATION AND PROGRAMS ARE PROVIDED TO YOU WITH
NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT WILL RUCKUS NETWORKS ( AN ARRIS COMPANY), ITS SUPPLIERS, OR
ANYONE ELSE WHO HAS BEEN INVOLVED IN THE CREATION, PRODUCTION, OR DELIVERY OF THE INFORMATION OR PROGRAMS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL OR CONSEQUENTIAL DAMAGES, INCLUDING WITHOUT LIMITATION, LOST PROFITS OR LOST DATA, THAT MAY
ARISE OUT OF YOUR USE OF OR FAILURE TO USE THE INFORMATION OR PROGRAMS, EVEN IF RUCKUS NETWORKS (AN ARRIS COMPANY) OR SUCH
OTHER ENTITIES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE FOREGOING SHALL NOT BE DEEMED TO PRECLUDE ANY
LIABILITY, WHICH UNDER APPLICABLE PRODUCTS LIABILITY LAW, CANNOT BE PRECLUDED BY CONTRACT.
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